Veronica Duff, CISM
3017 Maplewood Blvd. #6   (   Omaha, NE 68134   (   Phone: (402) 208-5149   (   vcduff@yahoo.com
	Certifications
Certified Information Security Manager

CISM
Key Skills

IT Governance
Information Security Program Development 
Information Security Program Management
IT Risk Management
Incident Management Response 
Authentication & Access Control 
Regulatory Compliance
CobiT, Val-IT,Risk IT, COSO, OCTAVE, SDLC
CERT, NIST, ITIL, and SOX, HIPAA, HITECH, SB1386, FERC, ISO-17799, ISO-27002, ISO- 27001, PCI-DSS 
Education
National University San Diego, CA Vocational Teaching Certificate, Web Design
ZD-Net University Cambridge, MA  Microsoft NT 4.0 TCP/IP Certificate
National Radio Institute (NRI) Washington, D.C.  Electronics
	
	Information Security Manager 
Expert in Enterprise Security and Risk Management
Team leader, successfully led implementation of information security programs that reduced risk exposure, improved processes, lowered costs by automating centralized project applications, and reporting tools. 17 years of experience in the creation and deployment of solutions protecting networks, systems and information assets for diverse companies and organizations.
Technology Summary

	
	
	Security Technologies:
	BackTrack 4 Network Security Scanner; SSH; SSL; Digital Certificates; Anti-Virus/Malware Tools (Sophos, Symantec, EST, Norton, AVG etc.)


	
	
	Systems:
	Linux, Windows (all), MAC, Unix, Lenel


	
	
	Networking:
	LANs, WANs, VPNs, Routers, Firewalls, TCP/IP


	
	
	Software:
	Microsoft SharePoint, Project, InfoPath, FrontPage, Visual Studio, MS Office Word, Excel, Access, PowerPoint, Outlook, OneNote, Visio, SQL, Exchange

	
	
	Information Security Experience



	
	
	U.S. Small Business Recovery, LLC, irvine, CA

	VP, Corporate Security & Risk Management

	
	
	Microsoft Account - Securitas Security Services USA, Inc. Redmond, WA
	Global Security Consulting Manager

	
	
	Construction Electronics, INC., Poway, ca
	Senior Account Executive, Consultant

	
	
	WebStew Consulting Group, Inc., El Cajon, CA
	Information Security Director/CEO

	
	
	Expert in information systems security for multiple clients and employers. Recent Project Highlights:
· Non-Profit Sector: Devised enterprise security strategies safeguarding information assets and ensuring compliance with regulatory mandates.  Improved processes by 60%, lowered risk exposure by 25%.  Led comprehensive security infrastructure upgrades (e.g., Servers, firewall/VPN upgrades, intrusion detection, and remote monitoring and management) for various midsize and large companies.
· Manufacturing Sector: Team leader in the development and launch of secure, recoverable and fault-tolerant systems for data access and identity management for dozens of midsize and large manufacturing clients. 
· Non-Profit Sector: Modernized outdated information security awareness programs for several Non-profit corporations, and led companywide training on crucial new infosec policies, procedures, best practices and technologies. Led comprehensive security infrastructure upgrades (e.g., firewall/VPN upgrades, intrusion detection, access control and remote management).
· Merger & Acquisition Infrastructure Sector: Security architect for protecting vulnerable networks following detailed risk assessments. Guided cross-functional teams in the design, validation, acceptance testing and implementation of secure, networked communications across remote sites in the US, Asia, Latin America, and Europe. Secured and protected new merger and acquisition partners networks and infrastructures on time and budget.
· Risk Management: Led business-critical information security initiatives involving protection of corpnet assets and personnel protection systems to ensure compliance with change in corporate policies, state and federal laws.  Drafted new security integrator standards V.4.0, and hosted security integrator conference. 

	
	
	


Able to Relocate & Travel   (   Available for Full-Time & Contract Assignments





















